Connecting to OWL as a Visitor

1. Introduction

OWL is a wireless service very similar to that provided in coffee shops and airport lounges.

Accounts for OWL are available from nominated people within college. If you are visiting an
academic at College, ask them to obtain an OWL account for you from the IT Office. If you are part
of a group or conference, then your group organisers will be responsible for obtaining a batch of
accounts and distributing credentials to you from the College Conference Office.

Please note that the OWL visitor service is provided as a service for Colleges visitors only. It must
not be used by University members or College staff who should use Eduroam or the University
VPN service to access OWL.

2. Connecting to the service

1. Make sure your device is associated to the OWL wireless network; no other special
configuration is required

2. Open a web browser and attempt to view a standard http web page on the Internet
eg http://www.bbc.co.uk. (NB — initially connecting to a secure https address may cause
redirection issues.) You will be redirected to a secure login page which will ask for your
Visitor Network credentials

3. There are also some terms and conditions that you must accept before being allowed full
access

4. Your web browser will be redirected after the log in process completes, either to your
original site or the main University website, signifying a successful login.

5. Sessions remain open for up to 10 hours, at which point you must log in again. This is a
security measure, and will continue for the period that your account remains active

6. If you switch off your computer for more than 15 minutes, your session may also time out.
Use the same web browser method described above to log back in - it may be an automatic
login if your browser still has a valid cookie

7. If you use the login credentials on multiple devices then you will need to go through the
registration process each time.

3. After Login

The OWL wireless service is unencrypted. We strongly recommend that you only use secure
protocols when transmitting private information. Establish a secure VPN connection to your home
institution, if one is available.

Many email clients are not configured to use secure protocols. However, many people use a web
browser for their email and this will work fine. Be especially careful when sending and receiving
email. The University of Oxford will not be held responsible for loss or theft of data as a result of
using an unencrypted protocol over this network.

Connections to OWL are rate limited. Each client is capped to 8Mbps for download and upload.
This measure has been introduced to provide fair service for all visitors.

Please treat this resource with respect. Do not give your username or password to any other
person; notify your host or group organiser immediately if you have lost your account credentials.



In particular:

e Users are not permitted to use university IT or network facilities for any unlawful activity
including unauthorised (re)distribution of copyrighted material.

e The University may bar access at any time to computers which appear to cause
unreasonable consumption of network resources

e You must abide by our full IT regulations at
http://www.admin.ox.ac.uk/statutes/requlations/196-052.shtml

You are reminded that the visitor service is provided as a service for Colleges to deliver to their
visitors. You should note that there is no support available from University IT Services for visitors
in configuring their devices to use the service. Visitors should not attempt to use the University IT
Services helpdesk for assistance as you will be turned away.

Below are some “Brief Tips” for the most common issues we see when people cannot connect to
OWL. Screenshot troubleshooting guides for Windows and Mac are available from your organiser.
If after working your way through the troubleshooting guides you still have issues then ask your
organiser to contact the College IT Office and we will arrange a time to meet you and your
computer.

Connecting to OWL — Brief Tips

1. Restart your web browser and try visiting a non-https address
eg http://www.bbc.co.uk

2. Try using a different web browser

3. Your IP Address and DNS settings must be set to obtain
settings automatically.

4. There must be no Proxy server settings in place
5. Try connecting to a wired port

6. NB — Login credentials can only be used on one device at a
time


http://www.admin.ox.ac.uk/statutes/regulations/196-052.shtml
http://www.bbc.co.uk/

Connecting to OWL with Windows 7 and 8

Go to Network Connections

Step 1
Press Windows logo key | R

This will open a Run dialogue box. Type ncpa.cpl into the Run box. Now go to step 2

OR you can right click on the network icon in the bottom right of the system tray and choose “Open
Network and Sharing Center” which will take you via this screen

"tﬁ v Control Panel » All Control Panel Iterns » Network and Sharing Center

File Edit View Teols Help

Centrol Panel Home

View your basic network information and set up connections
Change adapter settings@ h&ll Eh 0 See full map
- - .= —_—

Change advanced shari :
Sl INFINITELOOP Multiple networks Internet

etti
=" (This computer)
View your active networks Connect or disconnect
queens.ox.ac.uk Access type: Internet
Domain network Connections: @ Local Area Connection
Unidentified network Access type: Mo network access
Public network Connections: @ VirtualBox Hest-Only Network

Change your networking settings

%l Set up a new connection or network
Set up a wireless, broadband, dial-up, ad hoc, or VPN connection; er set up a reuter or access point.

i. Connect to a network
' Connect or reconnect to a wireless, wired, dial-up, or VPN netwerk connection.

ﬁ Choose homegroup and sharing options
Access files and printers lecated on other network computers, or change sharing settings.

@ Troubleshoot preblems

Diagnose and repair network preblems, or get troubleshooting information.

Choose “Change adapter settings”. Now go to step 2.

Step 2

T @ <« All Control Panel ltems » Network Connections v ¢ Search Network Connections 0
Organize v _-;J_]: s El @
L‘. Cisco AnyConnect Secure Mobility = | Ethernet ~. Wi-Fi
“= _ Client Connection > _ queens.ox.ac.uk . Not connected
@7 Disabled @7 Realtek PCle GBE Family Controller ¢ il 802.11n Wireless LAN Card

Right click the appropriate (wired or wireless) network adapter and select “Properties”. Go to Step 3.
(The wired network adapter maybe called Ethernet or Local Area Networking, the wireless Wi-fi or
wireless.)



Step 3

i = N
4 Local Area Connection Properties ﬁ . .
The dialogue window (left) should appear.
Metworking | Sharing N ;
Highlight “Internet Protocol Version 4
Connect using: (TCP/IPv4)” so that it turns blue and click the
¥ Intel{R) 8257BDM Gigabit Network Connection Properties” button.
Goto sep 4.
This connection uses the following items:
% Cliert for Microsoft Networks
g";ﬁrtualﬂm-; Bridged Metworking Driver
SGDS Packet Scheduler
.@. File: and Printer Sharing for Microsoft Netwarks
. |ntemet Protocal Version 6 (TCP/IPvE)
W |iemet Protocol Version 4 (TCP/IPyd)
i Link-Layer Topology Discovery Mapper 140 Driver
i Link-Layer Topology Discovery Responder
[ Imstall... ] Uninstall [ Properties
Description
Transmission Control Protocol/Intemet Protocol. The defautt
wide area network protocol that provides communication
across diverse interconnected networks.
0K || Cancel
e
Step 4
Internet Protocol Version 4 (TCP/IPwvd) Properties IEI
Genersl [ Ainate Confauraton] Make sure “Obtain an IP address automatically” and
) . ) “Obtain DNS server address automatically” are
‘You can get IP settings assigned automatically if your network suppaorts
this capagtl:ility. Oher\?\'ise, ygou need to ask yc?ur :etwork adminisggmr SeIeCted .
for the appropriate IP settings.
@ Dbt 5 18 ddress Stomatealy, (If you have numbers entered on this screen then
© Use the following TP address: you may want to note them down so that you can

(@) Obtain DNS server address automatically

() Use the following DNS server addresses:

Validate settings upon exit

[ OK ][ Cancel ]

reinstate when you get home.)
Now click the “Advanced...” button

Go to step 5.



Step 5

Check the following tabs / screens for non-standard settings. Here are some typical screenshots.

Advanced TCP/IP Settings @ Advanced TCP/IP Settings @
IP Settings (DS | WINS IP Settings | DNS | WINS
IP addresses DNS server addresses, in order of use:
IP address Subnet mask

DHCFP Enabled

Add... Edit... Remoy
= = =i The following three settings are applied to all connections with TCP/IP
enabled. For resolution of unqualified names:
Default gateways: (@) Append primary and connection specific DNS suffixes
Gateway Metric Append parent suffixes of the primary DNS suffix

() Append these DNS suffixes (in order):

Add... Edit... Remove
Automatic metric
DNS guffix for this connection:
Register this connection's addresses in DNS
[ Use this connection's DNS suffix in DNS registration
[ OK. ] [ Cancel ] [ OK. ] [ Cancel ]
Advanced TCP/IP Settings R Now click OK all the way out of the Network

Connections section.

IP Settings | DNS | WINS

WINS addresses, in order of use:

We are now going to check your “Internet
Properties”.

Edit... Remoye GO tO Step 6

If LMHOSTS lookup is enabled, it applies to all connections for which
TCP/IP is enabled.

Enable LMHOSTS lookup Import LMHOSTS. ..

MetBIOS setting

(@ Default:
Use MetBIOS setting from the DHCP server, If static IP address
is used or the DHCP server does not provide NetBIOS setting,
enable NetBIOS over TCP/IP.

() Enable NetBIOS over TCP/P

(7 Disable NetBIOS over TCP/IP

[ oK J [ Cancel




Step 6

‘::.:I Internet Properties

General |5ecurity I Privacy I Content I Connections I Programs | Advanced|

Home page
l/? To create home page tabs, type each address on its own line.
n
. https:/fwww.google.co.u -
Use current [ Use default ] [ Use new tab
Startup

() Start with tabs from the last session
(@ Start with home page
Tabs

Change how webpages are displayed in tabs.

Browsing history

Delete temporary files, history, cookies, saved passwords, and web
form information.

[ Cielete browsing history on exit

[ Delete... ] [ Settings ]

Appearance

Colors H Languages ][ Fonts ” Acressibility ]

[ ox ][ Cancel ] Apply

Step 7

[V Intemet Properties o s |

| General | secuity | Privacy | Content | Connections |pragrams. | Advanced |

T 28t up an Intennat connection, dic
Setup.

Dxal-up and Virtual Private Mebwork sattings

Add ¥R
Choose Settings if you need to configure a proocy Sattngs
server for & connection.
Local Area Network (LAN) settings
LAN Settings do not apply to dial-up connections. LAM settngs

Choose Settings above for dial-up sattings.

Open the Run box again
(Windows logo key CH +R) and type :

inetcpl.cpl

This will open the “Internet Properties” dialogue
window which has several tabs.

Select the “Connections” tab.

Go to step 7.

Click the “LAN Settings” button.

Go to step 8.



Step 8

Local Area Network (LAN) Settings ﬁ . . . .
Make sure “Automatically detect settings” is
Automatic configuration UNTICKED
Automatic configuration may override manual settings. To ensure the
use of manual settings, disable automatic configuration. Also make sure no Proxy servers are set.

[T|iautomatically detect settings:

Proxy server tick box must be UNTICKED.

|:| LIse automatic configuration script

You can click OK all the way out of these
dialogue boxes.
Proxy server

A Use a proxy server for your LAM (These settings will not apply to
dial-up or YPM connections).

80 Advanced

Bypass proxy server for local addresses

Still have problems?

If you are still having problems then ask your organiser to contact the College IT Office and we will arrange
a time to meet you and your computer.



Connecting to OWL with Mac OS X

If you are having problems connecting to the OWL wireless network then you should check that you do not
have any network setting that have been manually set.

1) Connect your computer to the OWL wireless network
© o 3 4 @@ Tue09:40 Q =

Wi-Fi: Looking for Networks... 3
Turn Wi-Fi Off

eduroam =
QUEENS-CONFERENCE a7
QueensActivation =
QueensWiFi a=

Join Other Network...
Create Network...
Open Network Preferences...

2) Go to System Preference > Network

8eoon System Preferences

Personal

B & - @ o

s =

General Desktop & Dock Mission Language Security Spotlight Universal

Screen Saver Control & Text & Privacy Access

Hardware

oy o ] A

5 2 8 [ T
CDs &DVDs  Displays Energy Keyboard Mouse Trackpad  Print & Scan Sound
Saver

Internet & Wireless

a4 @ 1~ & 0 @

iCloud Mail, Contacts  MobileMe Network Bluetooth Sharing
& Calendars
System
(g ( %
K M e @ % :
Users & Parental Profiles Date & Time Software Speech Time Machine Startup Disk
Groups Controls Update
Other
@ %
Citrix Flash Player Growl

Online Plug-in

3) Make sure that your Wi-Fi adapter is enabled and connected to OWL
a. Inthe left hand panel you should see Wi-Fi connected with a green dot.
b. Select Wi-Fl in the left hand panel — it should now be highlighted in blue.
c. Click the Advanced... button in the bottom right corner

‘@00 Network
Show Al CON
Location: | Automatic D

= S

e ? Status: Connected | Turn Wi-Fi Off |

Wi-Fi is connected to OWL and has the IP
@ Bluetooth PAN 6 address 10.10.235.195.
Not Connected

@ Thund...t Bridge ¢ 3 Network Name: | OWL ¢

Not Connected

[_| Ask to join new networks

Known networks will be joined automatically.
If no known netwarks are available, you will
have to manually select a network.

| Advanced... |';_\"

Iﬂ;lﬂ—l [¥ Show Wi-Fi status in menu bar ?)

| Assistme... | Revert Apply



4) You will see several tabs — make sure they have the correct settings
a. TCP/IP — make sure it is set to Using DHCP

‘@600

[ <] ] [ ShowAll

Network

= Wi

| Wi-Fi =l DNS

WINS

802.1X  Proxies | Hardware

Configure IPv4: | Using DHCP

%
¥

IPv4 Address: 10.10.235.195
Subnet Mask: 255.255.248.0
Router: 10.10.239.254

| Renew DHCP Lease |

DHCP Client ID:
{If required )

Configure IPv6: | Automatically

Router:
IPv6 Address:

Prefix Length:

@

| Cancel | | OK |

b. DNS - should be set to something like 192.76.XXX.XXX
(For instance do not use Google’s DNS servers 8.8.8.8 and 8.8.4.4)

0606 Network
| > ] [ Showall ]
= Wi-Fi
[ wi-ri | Tcp/ip IEIEM WINS | BO2.1X  Proxies Hardware
DNS Servers: Search Domains:

192.76.34.141

+ = IPv4 or IPv6 addresses

visitor-network.oxuni.org.uk

| Cancel || OK |

c. WINS — No WINS Servers addresses should be set.

060 Network
[ <[> ][ ShowAll
= Wi-Fi
{ wi-ri | Tcp/ip | DNS [ITTIEN] 802.1X | Proxies | Hardware |
NetBIOS Name: MACBOOKAIR-0B4D MACBOOKAIR-0B4D Is
currently being used.
Workgroup: 'WORKGROUP x|
WINS Servers:
+| -
‘.\-_-".‘

| Cancel | | OK |



d. 802.1x — Generally there will be no 802.1x profiles listed on this tab.

000 Network

[ | | ShowaAll |

= Wi-Fi

{ Wi-Fi = TCP/IP = DNS = WINS PrliFb@y Proxies = Hardware |

Use a configuration profile to add an 802.1X profile to your system. Contact your system
administrator for more information.

Profile Information

Name:
Authentication:
Wireless Network:
Security Type:
Trusted Certificate:
Trusted Servers:

? _ Cancel oK

e. Proxies — all tick boxes should be UNTICKED
ByPass proxy settings for these Hosts & Domains should only have *.local, 169.254/16

Network

| \ Show All J

= Wi-Fi

| Wi-Fi | TCP/IP | DNS | WINS = 802.1X Hardware

Select a protocol to configure:

("] Auto Proxy Discovery
Automatic Proxy Configuration
Web Proxy (HTTP)

Secure Web Proxy (HTTPS)
FTP Proxy

SOCKS Proxy

Streaming Proxy (RTSP)
Gopher Proxy

| | Exclude simple hostnames

Bypass proxy settings for these Hosts & Domains:

“.local, 169.254/16

@Use Passive FTP Mode (PASV)

7 | Cancel | | OK |

Still have problems?

If you are still having problems then ask your organiser to contact the College IT Office and we will arrange
a time to meet you and your computer.



